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Abstract— Still and multi-media images are subject to transfor- 1l. CLASSIFICATION BASED ON STATISTICAL MEASURES
mations for compression, steganographic embedding and digital AND SVM

watermarking. We propose new measures and techniques for

detection and analysis of steganographic embedded content. W Classification of different types of files

show that both statistical and pattern classmcayon_te_chn!ques using Image steganography is a kind of transformation abaer

our proposed measures provide reasonable discrimination schemes . .

for detecting embeddings of different levels. Our measures are basdd'2ge and embedded data. As a first step we establish the

on a few statistical properties of bit strings and wavelet coefficientpower of our feature vector of measures based on statistical

of image pixels. properties of bit strings in discriminating a variety of standard

Keywords : Steganography, Steganalysis, SVM, Wavelets file types. Then we explore the possibility of discriminating
images with different levels of embeddings. Once the level
of embedding is determined to reasonable accuracy, we can

. INTRODUCTION proceed to the next step dbcation of embedded bits by

other statistical and combinatorial techniques.

Steganographys the art and science of secret communica\Lve_U?e a statistical feature space. We propose a vector of
tion, aiming to conceal the existence of the communicatioptatistical measures [6] for this purpose. Our feature vector
Steganalysiss the art of seeing unseen. With advent of cor# € R? consists of nine statistical measures. We consider
puters, hiding information inside digital carriers, especiallg bit string S of size 32 x n bits as concatenation of
multi media files like audio.way) files, imagesbmp, .pnm, 32 bit words, 5; @ = 1,...,n. We define the measures
ipg), is becoming popular( [1], [2]). Digital images are most(Si) =< #1(Si); - .-, o (5;) > for the wordsS; and define
common sources for hiding message. The process of hidiflg measure for entire strin§, namely ..(S) as a weighted
information is called embedding. Least Significant Bit (LSBJUM of the measures(S;). The measures are as follows.
embedding is the most widely used steganographic technique. )

In LSB embedding, the LSB of uncompressed images aret1 : Weighted sum of the of k-gram frequenglest f(k, )
replaced with the message bits. The amount of embeddifgnote the overlapping frequency of theram binary pattern
(the number of bits embedded) referred tolagel is given ©f the integer;j in S;. For examplef(4,3) = number of
as a percentage of the total number of pixels. occurrences of the pattera 0011 > in S;. For a 32 bit word
Some of the powerful methods for the analysis of stegant, We define

graphic images are [3], [4], [5]. We propose new measures

and techniques for detection and analysis of steganographic 4
embedded content. We show that both statistical and pattern 1 (W) = _(max(f(k, j)) — min(f(k, 5)))2**+
classification techniques using our proposed measures provide k=1 7 !

reasonable discrimination schemes for detecting embeddinggve expect the measuyg to be smaller for random strings
of different levels. Our measures are based on a few statistigal compared to non-random strings.

properties of bit strings and wavelet coefficients of image

pixels. po : Weighted sum of run lengthd et the vector <

In Section Il, we explain our approach towards classification 7, ..~ denote the sequence of run lengthsf and

of given data based on a feature vector consisting of statisti&] in 4 a 32 bit wordiW. Then we define,

measures and using Support Vector Machine (SVM) tools.

In Section Il we propose the use of wavelet transforms for 12 (W) = ZQC‘zi

steganalysis. Our results presented in Section Il and Il show

the efficacy of our measures in discriminating different levels

of embedding. We conclude with our plans for improved angherec; are specifically chosen weights. We set= 1V 4,
finer steganalysis in section IV without loss of generality. For random strings, we expect the



TABLE |

measureu, to be smaller compared to non-random strings, CONFUSIONMATRIX FOR DATA CLASSIFICATION

since one expects very few long runs.

jpeg | bmp/pnm | zip 4 txt ps pdf c
w3 Weighted sum of byte-wise hamming weight transitionb thlég 8-3 06%5 00-%5 g-g 8-8 8-8 c?k?S 00-(?5

— K mp/pnm . . . . . . . .
Let W' = < bo,b1,b2,b3 >, whereb;’s are the ’by_tes of the 7 00 00 06 T035 00100 o005 00
32 bit word. Let#1(b) denote the number of 1's in a bybe 9z 0.0 0.0 011 09 [ 00 00 00 00
Then we define, ixt 0.0 0.0 00 | 00 | 1.0 | 00 | 0.0 | 0.0
ps 0.0 0.0 0.0 | 00 [ 0.05| 095| 0.0 | 0.0
pdf 0.0 0.0 0.6 | 0.05] 0.0 | 0.05] 0.3 | 0.0
ps(W) = 9#1(bo) | 9#1(bo ®b1) | o#l(b1@b2) | o#1(b2 Bbs) c 0.0 0.0 00 | 0.0 [ 005]| 00 | 0.0 | 0.95

For random strings, we expegt; to be higher than for
non-random strings. It is also possible to define the meastigher dimensional space.
13 With respect to overlapping bytes in a word, to measure
the smoothness/suddenness of transitions. We use the feature vectqr defined above. For training
of SVM, we measure statistics on 2000 words (8000bytes)
w4 - Fourier transform of the autocorrelation function of theof 30 different files to get 30 different valugs for each
sequence bitsy W. LetW = < ao, ...,a31 > be a 32 bitword. class. For testing, we measure statistics on 2000 words
The autocorrelation functiod (1) is the sequencd (W) =< of 20 different files from each class. Though we have
Co,.,Cc31 > Where¢; = 2?1:0 aj.ajy1 (mod 32), i = used measures calculated on 2000 words, our experiments
0,..,31. The discrete Fourier transforf(A(W)) is given shows that even 400 words are sufficient for testing a
by the sequencd’(A(W)) =< fo,...,fs1 >, where f, = data for classification. The SVM tool is obtained from
31 jkmod32 _ i d . . S
Dm0 W k =0,..31l. Herew is a 32'“ root of http://www.csie.ntu.edu.tw/~cjlin/libsvmiVe used the most
unity. Finally, the measure.s(/) is a root mean squarewidely used ‘Gaussian kernel’ for SVM. For avoiding some

average off" and is given by, features dominating the classification, we scale each measure
a1 to zero mean, unit variance. We studied the following 8
ja(W) = (z 1£;]2)1/2 different classes:
=0 1. jpeg 2. bmp/pnm 3. zip files 4. gz files 5. text

files 6. ps files 7. pdf files and 8. c files.

We present in Table | our classification results in the form
of confusion matrix. The;" entry is the probability of a test
data belonging to classand being classified as clagsWe
Hadamard matrix(H) and the operationy = Hz, where S€€ f_rem _the Table tha? in all but two of the eight cases, Fhe
x is 8x1 bit vector, we get measures. = is single data classification accuracy is near 1. We used a total of 180 files

byte. When the Hadamard transform is applied on imad@' testing and achieved overall accuracysaf22%.

data,z is taken as the bit string corresponding to a pixel valug. Analysis of LSB planes from Stegoed and non-Stegoed
es

For random strings, we expegty to be smaller than for
non-random strings.

us - Weighted Hadamard transformUsing an 8x8

. Imag
e, 7, 1s, o - These measures are based on the weighted

entropy measures— " p; log p; wherep,'s are probabilities In above experiments, we measured statistics_on the Wh_ole
of non-overlapping occurrences of 1,2,3,4 grams in stfing sequence of bits of the given data. An embedding operation
is performed on LSB of an image. So to detect perturbation

Thus given a fileS of some data, we compute the featurgue to steganographic operation, we measure statistics only of

vectoru(S) as capturing the statistical characteristics of the bi B of images. In this direction, we first consider only two

string corresponding t¢. We note that the statistical proper-C asses : one is LSB obtained fromon-stegoed imagand

ties such ag-gram frequencies, run lengths, auto-correlatioﬁll~Ie other is L_SB obtained fronmages with 50% embedding
and entropy together are powerful features that discriminafe OUr €xperiments we use a random embedding instead of
a wide variety of non-random data. In the following we'Sing any particular steganographic tool. We are conducting
demonstrate this by classification based on our feature Vec&erparate studies on different types of tools. _The feature vector
SVM (Support Vector Maching is a powerful tool for * defined above is computed on LSB of 30 images from both

pattern classification. With introduction of kernel tricks ir{:lasses. (total of 180 = 30*3(colors/images)*2 classes). Out

SVM, it has become a very popular in machine learnin f these, 150 were used for training SVM and 30 for testing.
us we have two classes :

community. In some cases, the given data is not direct
classifiable. Such cases can be solved by transforming the 1. LSB plane of non-Stegoed image. 2. LSB plane
given data to higher dimensional space in such a way that in ©f stegoed image.

transformed domain, the classification is much easier. Kernde present the results in a confusion matrix form in Table Il
tricks help this without actually transforming features to



TABLE Il

CONFUSIONMATRIX FOR 2 CATEGORY LSB CLASSIFICATION The set of Images of interest is,

T= {Ijx:5=0,1,2,..9;k = 0, 10,20, 30, ...100}. I;, refers
non-Stego| Stegoed Imag to the j** image inl with k% embedding. Given an image
11, the goal of the steganalyst is to firkdwithout having
access tdl . Call the given image as a start imagg. We
Stegoed Imagg 0.0 10 perform additional embedding on this start image. We refer to
this kind of embedding a®rced embedding_et Si; denote a

. _ start imageS;, with (k%) embedding and a forced embedding

The overall accuracy is 85%. We next consider a 4 category,. | et,

classification problem. ‘a’ denote the array o£™ level LL sub-band coefficients of
The different classes are : Si.

1. LSB plane of non-Stegoed image. 2. LSB plane of ‘e’ denote the array o™ level LL sub-band coefficients of
25% stegoed image. 3. LSB plane of 50% Stegoed S, and

non-Stego 0.67 0.33

image. 4. LSB plane of 75% stegoed image. ‘¢’ denote the number of entries that are different in the arrays
The confusion matrix for this experiment is in Table I, a ande.
"= %ﬁ We have chosen the facts00 to normal-
TABLE Il ize the guantityn to be near 100 for the size of image being
considered §00 * 600).
CONFUSIONMATRIX FOR 4 CATEGORY LSB CLASSIFICATION Let i be the average value @;fover different imageE |
061001 0331 007 with £% initial embedding and% forced embedding.
00 061 027 013 We use the stego algorithm Hide4dPGP in our experi-
00l 001 04 1 06 ments. In our experiments we uge= 10,...,100. k =
00 001 00 | 10 0,10, 20, 30, 40,50. We plotny; vs. i for variousk as shown
in Fig. 1.

- . . i For a particular forced embedding sayit can be observed
The overall efficiency is 65%. Thus, this experiment alonmatnkl decreases ak increases

is not sufficient for detection of levels of embedding. Hence

we take another alternative approach. Encouraged by this monotonic trend, we now look closely

ll. ANALYSIS OF IMAGES USING WAVELET TRANSFORMs at the variations in measure at a fixed forced embedding

. . . of © = 20%, with respect tok on different start images. The

Our feature vector: considers a linear sequence of bits e
. . . . regults are shown in Fig. 2.

as input. However, image properties are in general capture

more accurately by two dimensional transforms. Our goal is to.l_he continuous line shows the average valggy, Vs k.

classify images accurately under different levels of embedding, 2 .
The approaches in Section II-A and I1-B serve as good handn@e other curves show thgvalues for the individual images.

in this direction. To further enhance our understanding of the - also show the monotonic decreasing trend around the
' 9 verage value. We note that such trends are quite significant

gff_ects of embeddmg_, we study _the _behawor of wavelet Coe%sgecially at low levels of 20% embedding Thus, this serves
ficients. Here, a basic assumption is that the steganographi

. . asa first indicator for detecting approximately the amount of
algorithm is known. embedding (even at low levels) in any given image
We consider th@™? |evel LL sub-band coefficients, since mos 9 y 9 ge-

o ‘n our lab we have built a tool called CSA-Tool for simulating
of the energy gets congentrateq in this sub-band.2rtieevel the behavior of S-Tool [1]. It is quite difficult to conduct
LL coefficients of4 x 4 image will be

a large number data generation experiments under various

it image is parameter choices using a public domain tool as we don't get
a b ¢ d appropriate handles into the source code. We have taken care
e f g h wavelet2™ level LL coefficient is to |n<_:orporate our own functions for encryption, randomized
i 7 k1 location generation and embedding analogous to the steps
m n o p performed by S-Tools. Hence, the statistical characteristics of

our tools would closely represent those of S-Tools.

, We performed similar experiments as detailed above using
a+b+c+d+e+f+g—£h+z+l+m+n+o+p the CSA tool. Fig. 3 and Fig. 4 show the results. We note

that the results are along the same trends as the Hide4PGP.

(Note : 2" Level LL sub-band size i%th of the original However, the separations in Fig. 3 are smaller than in Fig. 1

image size in both directions.) and fluctuations in Fig. 4 are more than in Fig. 2. A reason

For our experiments, we use 10 images which do not contdor this is that CSA Tool (and S-Tools) employ more sound

any hidden information. random generators for choosing the LSB for embedding than

Call the set of these imagds: {I;:7=0,1,2,..9} the tool Hide4PGP.
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