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Abstract— Still and multi-media images are subject to transfor-
mations for compression, steganographic embedding and digital
watermarking. We propose new measures and techniques for
detection and analysis of steganographic embedded content. We
show that both statistical and pattern classification techniques using
our proposed measures provide reasonable discrimination schemes
for detecting embeddings of different levels. Our measures are based
on a few statistical properties of bit strings and wavelet coefficients
of image pixels.
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I. I NTRODUCTION

Steganographyis the art and science of secret communica-
tion, aiming to conceal the existence of the communication.
Steganalysisis the art of seeing unseen. With advent of com-
puters, hiding information inside digital carriers, especially
multi media files like audio (.wav) files, images(.bmp, .pnm,
.jpg), is becoming popular( [1], [2]). Digital images are most
common sources for hiding message. The process of hiding
information is called embedding. Least Significant Bit (LSB)
embedding is the most widely used steganographic technique.
In LSB embedding, the LSB of uncompressed images are
replaced with the message bits. The amount of embedding
(the number of bits embedded) referred to aslevel, is given
as a percentage of the total number of pixels.
Some of the powerful methods for the analysis of stegano-
graphic images are [3], [4], [5]. We propose new measures
and techniques for detection and analysis of steganographic
embedded content. We show that both statistical and pattern
classification techniques using our proposed measures provide
reasonable discrimination schemes for detecting embeddings
of different levels. Our measures are based on a few statistical
properties of bit strings and wavelet coefficients of image
pixels.
In Section II, we explain our approach towards classification
of given data based on a feature vector consisting of statistical
measures and using Support Vector Machine (SVM) tools.
In Section III we propose the use of wavelet transforms for
steganalysis. Our results presented in Section II and III show
the efficacy of our measures in discriminating different levels
of embedding. We conclude with our plans for improved and
finer steganalysis in section IV

II. CLASSIFICATION BASED ON STATISTICAL MEASURES

AND SVM

A. Classification of different types of files

Image steganography is a kind of transformation of acover
image and embedded data. As a first step we establish the
power of our feature vector of measures based on statistical
properties of bit strings in discriminating a variety of standard
file types. Then we explore the possibility of discriminating
images with different levels of embeddings. Once the level
of embedding is determined to reasonable accuracy, we can
proceed to the next step oflocation of embedded bits by
other statistical and combinatorial techniques.
We use a statistical feature space. We propose a vector of
statistical measures [6] for this purpose. Our feature vector
µ ∈ R9 consists of nine statistical measures. We consider
a bit string S of size 32 ∗ n bits as concatenation ofn
32 bit words, Si i = 1, . . . , n. We define the measures
µ(Si) =< µ1(Si), . . . , µ9(Si) > for the wordsSi and define
the measure for entire stringS, namelyµ(S) as a weighted
sum of the measuresµ(Si). The measures are as follows.

µ1 : Weighted sum of the of k-gram frequencies. Let f(k, j)
denote the overlapping frequency of thek-gram binary pattern
of the integerj in Si. For examplef(4, 3) = number of
occurrences of the pattern< 0011 > in Si. For a 32 bit word
W , we define

µ1(W ) =
4∑

k=1

(max
j

(f(k, j))−min
j

(f(k, j)))24(k+1)

We expect the measureµ1 to be smaller for random strings
as compared to non-random strings.

µ2 : Weighted sum of run lengths. Let the vector <
l1, l2, . . . > denote the sequence of run lengths of0’s and
1’s in a a 32 bit wordW . Then we define,

µ2(W ) =
∑

2ci li

whereci are specifically chosen weights. We setci = 1 ∀ i,
without loss of generality. For random strings, we expect the



measureµ2 to be smaller compared to non-random strings,
since one expects very few long runs.

µ3 : Weighted sum of byte-wise hamming weight transition.
Let W = < b0, b1, b2, b3 >, wherebi’s are the bytes of the
32 bit word. Let#1(b) denote the number of 1’s in a byteb.
Then we define,

µ3(W ) = 2#1(b0) + 2#1(b0⊕b1) + 2#1(b1⊕b2) + 2#1(b2⊕b3)

For random strings, we expectµ3 to be higher than for
non-random strings. It is also possible to define the measure
µ3 with respect to overlapping bytes in a word, to measure
the smoothness/suddenness of transitions.

µ4 : Fourier transform of the autocorrelation function of the
sequence bitsin W . Let W = < a0, ..., a31 > be a 32 bit word.
The autocorrelation functionA(W ) is the sequenceA(W ) =<
c0, .., c31 > where ci =

∑31
j=0 aj .aj+1 (mod 32), i =

0, .., 31. The discrete Fourier transformF (A(W )) is given
by the sequenceF (A(W )) =< f0, ..., f31 >; where fk =∑31

j=0 cj ωjk mod32 k = 0, ..., 31. Here ω is a 32nd root of
unity. Finally, the measureµ4(W ) is a root mean square
average ofF and is given by,

µ4(W ) = (
31∑

j=0

|fj |2)1/2

For random strings, we expectµ4 to be smaller than for
non-random strings.

µ5 : Weighted Hadamard transform. Using an 8x8
Hadamard matrix(H) and the operationy = Hx, where
x is 8x1 bit vector, we get measureµ5. x is single data
byte. When the Hadamard transform is applied on image
data,x is taken as the bit string corresponding to a pixel value.

µ6, µ7, µ8, µ9 : These measures are based on the weighted
entropy measures−∑

pi log pi wherepi’s are probabilities
of non-overlapping occurrences of 1,2,3,4 grams in stringS.

Thus given a fileS of some data, we compute the feature
vectorµ(S) as capturing the statistical characteristics of the bit
string corresponding toS. We note that the statistical proper-
ties such ask-gram frequencies, run lengths, auto-correlation
and entropy together are powerful features that discriminate
a wide variety of non-random data. In the following we
demonstrate this by classification based on our feature vector.

SVM (Support Vector Machine) is a powerful tool for
pattern classification. With introduction of kernel tricks in
SVM, it has become a very popular in machine learning
community. In some cases, the given data is not directly
classifiable. Such cases can be solved by transforming the
given data to higher dimensional space in such a way that in
transformed domain, the classification is much easier. Kernel
tricks help this without actually transforming features to

TABLE I

CONFUSIONMATRIX FOR DATA CLASSIFICATION

jpeg bmp/pnm zip gz txt ps pdf c
jpeg 0.9 0.05 0.05 0.0 0.0 0.0 0.0 0.0

bmp/pnm 0.0 0.9 0.0 0.0 0.0 0.0 0.05 0.05
zip 0.0 0.0 0.6 0.35 0.0 0.0 0.05 0.0
gz 0.0 0.0 0.1 0.9 0.0 0.0 0.0 0.0
txt 0.0 0.0 0.0 0.0 1.0 0.0 0.0 0.0
ps 0.0 0.0 0.0 0.0 0.05 0.95 0.0 0.0
pdf 0.0 0.0 0.6 0.05 0.0 0.05 0.3 0.0
c 0.0 0.0 0.0 0.0 0.05 0.0 0.0 0.95

higher dimensional space.

We use the feature vectorµ defined above. For training
of SVM, we measure statistics on 2000 words (8000bytes)
of 30 different files to get 30 different valuesµ for each
class. For testing, we measure statistics on 2000 words
of 20 different files from each class. Though we have
used measures calculated on 2000 words, our experiments
shows that even 400 words are sufficient for testing a
data for classification. The SVM tool is obtained from
http://www.csie.ntu.edu.tw/~cjlin/libsvm/. We used the most
widely used ‘Gaussian kernel’ for SVM. For avoiding some
features dominating the classification, we scale each measure
to zero mean, unit variance. We studied the following 8
different classes:

1. jpeg 2. bmp/pnm 3. zip files 4. gz files 5. text
files 6. ps files 7. pdf files and 8. c files.

We present in Table I our classification results in the form
of confusion matrix. Theijth entry is the probability of a test
data belonging to classi and being classified as classj. We
see from the Table that in all but two of the eight cases, the
classification accuracy is near 1. We used a total of 180 files
for testing and achieved overall accuracy of82.22%.

B. Analysis of LSB planes from Stegoed and non-Stegoed
Images

In above experiments, we measured statistics on the whole
sequence of bits of the given data. An embedding operation
is performed on LSB of an image. So to detect perturbation
due to steganographic operation, we measure statistics only of
LSB of images. In this direction, we first consider only two
classes : one is LSB obtained fromnon-stegoed imageand
the other is LSB obtained fromimages with 50% embedding.
In our experiments we use a random embedding instead of
using any particular steganographic tool. We are conducting
separate studies on different types of tools. The feature vector
µ defined above is computed on LSB of 30 images from both
classes. (total of 180 = 30*3(colors/images)*2 classes). Out
of these, 150 were used for training SVM and 30 for testing.
Thus we have two classes :

1. LSB plane of non-Stegoed image. 2. LSB plane
of stegoed image.

We present the results in a confusion matrix form in Table II



TABLE II

CONFUSIONMATRIX FOR 2 CATEGORY LSB CLASSIFICATION

non-Stego Stegoed Image

non-Stego 0.67 0.33

Stegoed Image 0.0 1.0

The overall accuracy is 85%. We next consider a 4 category
classification problem.
The different classes are :

1. LSB plane of non-Stegoed image. 2. LSB plane of
25% stegoed image. 3. LSB plane of 50% Stegoed
image. 4. LSB plane of 75% stegoed image.

The confusion matrix for this experiment is in Table III,

TABLE III

CONFUSIONMATRIX FOR 4 CATEGORY LSB CLASSIFICATION

0.6 0.0 0.33 0.07

0.0 0.6 0.27 0.13

0.0 0.0 0.4 0.6

0.0 0.0 0.0 1.0

The overall efficiency is 65%. Thus, this experiment alone
is not sufficient for detection of levels of embedding. Hence
we take another alternative approach.

III. A NALYSIS OF IMAGES USING WAVELET TRANSFORMS

Our feature vectorµ considers a linear sequence of bits
as input. However, image properties are in general captured
more accurately by two dimensional transforms. Our goal is to
classify images accurately under different levels of embedding.
The approaches in Section II-A and II-B serve as good handles
in this direction. To further enhance our understanding of the
effects of embedding, we study the behavior of wavelet coef-
ficients. Here, a basic assumption is that the steganographic
algorithm is known.
We consider the2nd level LL sub-band coefficients, since most
of the energy gets concentrated in this sub-band. The2nd level
LL coefficients of4 ∗ 4 image will be
if image is




a b c d
e f g h
i j k l
m n o p


 wavelet2nd level LL coefficient is

a + b + c + d + e + f + g + h + i + l + m + n + o + p

4

(Note : 2nd Level LL sub-band size is14
th

of the original
image size in both directions.)
For our experiments, we use 10 images which do not contain
any hidden information.
Call the set of these imagesI = {Ij : j = 0, 1, 2, ..9}

The set of images of interest is,
T = {Ijk : j = 0, 1, 2, ..9; k = 0, 10, 20, 30, ...100}. Ijk refers
to the jth image in I with k% embedding. Given an image
Ijk, the goal of the steganalyst is to findk without having
access toI . Call the given image as a start imageSk. We
perform additional embedding on this start image. We refer to
this kind of embedding asforced embedding. Let Ski denote a
start imageSk with (k%) embedding and a forced embedding
i%. Let,
‘a’ denote the array of2nd level LL sub-band coefficients of
Sk

‘e’ denote the array of2nd level LL sub-band coefficients of
Ski and
‘c’ denote the number of entries that are different in the arrays
a ande.
η = c∗500

image size in pixels. We have chosen the factor500 to normal-
ize the quantityη to be near 100 for the size of image being
considered (800 ∗ 600).
Let ηki be the average value ofη over different images∈ I
with k% initial embedding andi% forced embedding.
We use the stego algorithm Hide4PGP in our experi-
ments. In our experiments we usei = 10, . . . , 100. k =
0, 10, 20, 30, 40, 50. We plot ηki vs. i for variousk as shown
in Fig. 1.
For a particular forced embedding sayi, it can be observed
that ηki decreases ask increases.

Encouraged by this monotonic trend, we now look closely
at the variations in measureη at a fixed forced embedding
of i = 20%, with respect tok on different start images. The
results are shown in Fig. 2.

The continuous line shows the average value,ηk20 vs k.
The other curves show theη values for the individual images.
These also show the monotonic decreasing trend around the
average value. We note that such trends are quite significant
especially at low levels of 20% embedding Thus, this serves
as a first indicator for detecting approximately the amount of
embedding (even at low levels) in any given image.
In our lab we have built a tool called CSA-Tool for simulating
the behavior of S-Tool [1]. It is quite difficult to conduct
a large number data generation experiments under various
parameter choices using a public domain tool as we don’t get
appropriate handles into the source code. We have taken care
to incorporate our own functions for encryption, randomized
location generation and embedding analogous to the steps
performed by S-Tools. Hence, the statistical characteristics of
our tools would closely represent those of S-Tools.
We performed similar experiments as detailed above using
the CSA tool. Fig. 3 and Fig. 4 show the results. We note
that the results are along the same trends as the Hide4PGP.
However, the separations in Fig. 3 are smaller than in Fig. 1
and fluctuations in Fig. 4 are more than in Fig. 2. A reason
for this is that CSA Tool (and S-Tools) employ more sound
random generators for choosing the LSB for embedding than
the tool Hide4PGP.
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IV. CONCLUSION

We discussed two of our approaches towards analysis
of stego images for detection of levels of embedding. Our
approach of using wavelet coefficient perturbations holds
promise. We also would consider a modified wavelet coef-
ficient based measure that takes into account the numerical
changes in the pixel values introduced by embedding. We plan
to use this measure in addition to the statistical measures to
arrive at finer detection.
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